Medisyn Systems
Internet Privacy Statement

I. Statement of Privacy for Customers and Website Visitors.
Medisyn Systems respects your privacy and is committed to protecting the privacy of our
registered system users and website visitors.

Our Commitment to You Regarding Internet Privacy:

* WEONLY COLLECT THE INFORMATION WE NEED TO PROVIDE THE
SERVICE THAT YOU’VE REQUESTED.

e WE WILL NOT COLLECT PERSONALLY IDENTIFYING INFORMATION
ABOUT YOU WHEN YOU VISIT OUR WEBSITES UNLESS YOU CHOOSE
TO PROVIDE SUCH INFORMATION TO US.

« WE WILL NOT SHARE ANY PERSONALLY IDENTIFYING
INFORMATION ABOUT YOU WITH ANY OTHER ORGANIZATIONS FOR
COMMERCIAL PURPOSES.

We use the personal information that you provide upon registration only for the purpose
of providing the “services” of Medisyn Systems. This information is used to uniquely
identify you as a system user; to allow us to contact you as part of our independent source
verification for new users; and to contact you for billing and payment related matters.
Certain, limited, but otherwise publicly obtainable, information about you is available
only to other registered Medisyn Systems users. We use your e-mail address to confirm
your registration, to advise that your service has been activated, and to provide official
service status notifications. In addition, we will occasionally send you updates about
special offers, new product features and other noteworthy items about Medisyn Systems.

From time-to-time, Medisyn Systems may conduct online surveys. We value your
opinions and comments and will solicit your input to help us improve our services, our
website design and content, and our overall customer service. These surveys are entirely
voluntary and any personal information requested is strictly optional.

The Medisyn Systems website contains links to other websites. When you click on one of
these links, you are entering another website over which Medisyn has no control or
responsibility. We encourage you to read the privacy statements of these sites, as they
may differ from Medisyn’s policies. Remember, you are solely responsible for
maintaining the secrecy of your passwords and any account information. Please exercise
caution and be careful, responsible and alert with this information, especially whenever
you are online.

When a registered Medisyn Systems user logs on to the system, Medisyn utilizes cookies
to obtain information about the user’s status within the system. Such information helps
the system determine the identity of the user, the entity type of the user, and the level of



access authorized for the user. Cookies also enable Medisyn to determine the browser
and operating system of the user’s current session so that the appearance of the Medisyn
pages is appropriate to the user’s environment. The cookie is deleted by Medisyn
Systems when the user leaves the Medisyn website. None of the cookie information

is stored, maintained or utilized by Medisyn Systems other than for the purposes stated
above.

Medisyn Systems does not collect any data about visitors (non-registered users) to the
website.

We strive to ensure that any changes in the way Medisyn Systems uses the information
we learn about you from our website will be reflected in the future versions of this
Privacy Statement.

I1. Statement of Privacy and Confidentiality for Patient Medical
Records.

A good doctor-patient relationship is built on trust. Patients trust their healthcare provider
to act on their behalf to promote their health and well-being. Healthcare providers
maintain a medical record to allow the coordination of care among multiple providers for
the patient, and to serve as the record of care delivered for reimbursement purposes. The
medical record is a trusted document to be used by patient and healthcare providers
together.

All Medisyn Systems patients must grant their healthcare providers permission to use
their health information for the purpose of treatment, payment, and healthcare operations.
Ethical medical practice requires that a patient’s privacy rights, and preferences with
respect to the confidentiality of their health information, be protected by all users of
personally identifiable health information.

Medisyn Systems takes seriously the trust that its registered users have placed in it to
protect both the confidentiality and security of all personal health information.

This means:
» Medisyn Systems protects the confidentiality and security of health information in
accordance with the privacy practice agreed to by patient and the healthcare
provider, subject to statutory requirements and regulations.

* Medisyn Systems permits system access only to other authorized Medisyn users
for the exclusive purposes of:

1. treatment
2. payment of claims
3. health care operations



* Medisyn Systems will grant system access only to entities directly involved in the
delivery of healthcare. No employers, law enforcement, government, life
insurance companies, or any other such organizations will be permitted access to
the system by Medisyn.

* Medisyn Systems safeguards personal information about patients and healthcare
providers from accidental or malicious disclosure by its employees and agents, or
destruction from natural, inadvertent or malicious actions.

* Medisyn Systems discloses personally identifiable health information to other
registered Medisyn users with the consent of the patient. Medisyn users are
contractually bound by the same confidentiality agreements as Medisyn Systems,
and may not use the information for any purpose other than treatment, payment,
and health care operations.

* Medisyn Systems may provide aggregated health information (with all personally
identifying information removed) without the authorization or consent of the
patient, as provided by law.

* Medisyn Systems Web sites have features which assist healthcare providers in
controlling access by their own employees to confidential computer-based
personal health information.

» Medisyn Systems requires all of its own employees and contractors to abide by
strict policies and procedures to protect the confidentiality and security of all
health information.

I11. Statement of Security Procedures

We consider the protection of all personally identifiable information we receive from our
system users as critical to our corporate mission. Please be assured that we have security
measures in place to protect against the loss, misuse, and alteration of any information we
receive from you. As in any transmission over the Internet, there is always some element
risk involved. In order to try to minimize this risk, we utilize 128-bit encryption for all
data passing both into and out of Medisyn Systems using the Secure Sockets Layer (SSL)
protocol.

A certificate is maintained through GoDaddy guaranteeing the encryption mechanism,
which also protects users of the system by guaranteeing that the information received is
coming from the real Medisyn Systems.

Medisyn Systems utilizes a firewall. The database is protected by the multi-level platform
design of the system. Data from the Internet cannot pass through the web server to the

database server.



